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DETAILED ACTION 



Specification 

The title of the invention is not descriptive. A new title is required that is clearly 
5 indicative of the invention to which the claims are directed. 

The following title is suggested: Secure E-commerce Transactions Utilizing SET 
Security Protocols and EMV Cryptograms. 

The abstract of the disclosure is objected to because it refers to the disclosure of 
both a device and a method while none of Applicants claims discloses a method. 
10 Correction is required. See MPEP § 608.01(b). 

Drawings 

The drawings are objected to as failing to comply with 37 CFR 1.84(p)(4) 
because reference character "22" has been used to designate both a "payment startup 
15 message" and an "acknowledge result message". 

The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) 
because they do not include the following reference sign(s) mentioned in the 
description: In lines 12-23 of page 11, Applicant refers to the "standard SET payment 
initialization message 15" of Figure 2, however Figure 2 does not include any "standard 
20 SET payment initialization message 15". 

The drawings are objected to because they do not include descriptive labels. 
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Corrected drawing sheets in compliance with 37 CFR 1.121(d) are required in 
reply to the Office action to avoid abandonment of the application. Any amended 
replacement drawing sheet should include all of the figures appearing on the immediate 
prior version of the sheet, even if only one figure is being amended. Each drawing sheet 
5 submitted after the filing date of an application must be labeled in the top margin as 
either "Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1.121(d). If the 
changes are not accepted by the examiner, the applicant will be notified and informed of 
any required corrective action in the next Office action. The objection to the drawings 
will not be held in abeyance. 

10 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

15 

Claims 4 and 5 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Claim 4 recites the limitation "the mobile station" in lines 2-3. There is insufficient 
20 antecedent basis for this limitation in the claim. 

Claim 5 recites the limitation "device station according to claim 1" in line 26, page 
16. There is insufficient antecedent basis for this limitation in the claim. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

5 (e) the invention was described in (1) an application for patent, published under section 122(b), by 

another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
1 0 only if the international application designated the United States and was published under Article 21 (2) 

of such treaty in the English language. 

Claims 1-16 are rejected under 35 U.S.C. 102(e) as being anticipated by Harris 
15 et al. (United States Patent 6,681 ,328 B1). 

As per Claim 1, Harris teaches a device comprising: 

connecting means for establishing a communication link with a second party 
[distributed communication network] (see Harris col. 2 lines 38-41); 
20 selection means connected to receive a control message signal from said second 

party said signal including a plurality of selectable security protocols and in response 
thereto to select one of the plurality of security protocols (see Harris col.4 lines 47-56); 

whereby information transferred subsequently between the device and second 
party is protected using the selected security protocol (see Harris col.4 lines 31-46). 

25 



As per Claim 2, Harris teaches a device according to claim 1 wherein said 
selection means further comprises: 
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analysis means which analyses the data contained in said control message 
signal and in response thereto selects the security protocol (see Harris col. 8 lines 65- 
67). 

5 As per Claim 3, Harris teaches a device according to claim 1 further comprising: 

calculating means for generating an EMV cryptogram from data held in at least 
one data field of the control message signal (see Harris col.4 lines 32-36). 

As per Claim 4, Harris teaches a device according to claim 3 further comprising: 
1 0 cryptogram transmitting means provided to transmit the EMV cryptogram from 

the mobile station to initiate secure transfer of information from the device (see Harris 
col.4 lines 35-38). 

As per Claim 5, Harris teaches a device according to claim 1 further comprising: 
1 5 means to provide a start payment signal from the device to the second party 

which thereby initiates the control message signal from the second party (see Harris 
col.4 lines 1-3). 

As per Claim 6, Harris teaches a device according to claim 1 further comprising: 
20 means for communicating, when said selected security protocol is the SET 

standard, with a modifed SET wallet server [switch system] which is adapted to receive 
an EMV cryptogram generated by the device and thereafter to communicate with a SET 
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payment gateway via the second party according to the SET standard (see Harris col.4 
line 40 thru col.6 line 29) . 

As per Claim 7, Harris teaches a device station according to claim 1 further 
5 comprising: 

means for communicating, when said selected security protocol is the EMV 
standard, with the second party directly via an EMV cryptogram generated via the 
device (see Harris col.4 lines 32-39). 



10 As per Claim 8, Harris teaches a device according to claim 1 wherein the control 

message signal comprises a series of data fields each containing data indicating a 
predetermined parameter for the transaction (see Harris col.4 lines 26-31). 

As per Claim 9, Harris teaches a device according to claim 1 wherein the control 
1 5 signal includes a data field which indicates whether the device can communicate 

directly with the second party or with the second party via a modified SET wallet [switch 
system] (see Harris col.4 line 40 thru col. 5 line 29). 

As per Claim 10, Harries teaches a device according to claim 1 further 
20 comprising: 

internet browsing circuitry which enables a user of the device to access and 
browse the internet via the device (see Harris col.4 lines 1-3). 
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As per Claim 1 1 , Harris teaches a device according to claim 10 wherein said 
connecting means enables a connection to be established between said device and a 
second party via the Internet (see Harris col.4 lines 1-3). 

As per Claim 12, Harris teaches a device according to claim 1 wherein said 
device comprises a mobile station (see Harris Figure 1). 



As per Claim 13, Harris teaches a device according to claim I wherein said 
10 second party comprises a merchant server associated with a merchant [service 
provider] offering an item to be purchased (see Harris col.4 lines 1-4). 

As per Claim 14, Harris teaches a device comprising: 

connecting means for establishing a communication link with a second party 
15 [distributed communication network] (see Harris col. 2 lines 38-41); 

selection means for selecting one of a plurality of security protocols and being 
connected to communicate said selection to said second party (see Harris col.4 lines 
47-56); and 

calculating means for generating an EMV cryptogram for transmittal from said 
20 device (see Harris col.4 lines 31-46); whereby 

information transferred subsequently between the device and second party is 
protected using the selected security protocol (see Harris coL4 lines 31-46). 
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As per Claim 15, Harris teaches a device comprising: 

connecting means for establishing a communication link with a second party 

[distributed communication network] (see Harris col. 2 lines 38-41); 
5 selection means for selecting a SET security protocol and being connected to 

communicate said selection to said second party (see Harris col.4 lines 47-56); and 
calculating means for generating an EMV cryptogram for transmittal from said 

devices whereby information transferred subsequently between the device and second 

party is protected using the SET security protocol (see Harris col.4 lines 31-46). 

10 

As per Claim 16, Harris teaches a device comprising: 
connecting means for establishing a communication link with a second party 
[distributed communication network] (see Harris col. 2 lines 38-41); 

selection means for selecting a EMV security protocol and being connected to 
15 communicate said selection to said second party (see Harris col.4 lines 47-56); whereby 
information transferred subsequently between the device and second party is 
protected using the EMV security protocol (see Harris col.4 lines 31-46). 

20 Claims 14-16 are rejected under 35 U.S.C. 102(e) as being anticipated by 

Wankmueller (United States Patent Application Publication US 2001/0027441 A1). 



As per Claim 14, Wankmueller teaches a device comprising: 
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connecting means for establishing a communication link with a second party 
(see Wankmueller paragraph 23); 

selection means for selecting one of a plurality of security protocols and being 
connected to communicate said selection to said second party (see Wankmueller 
5 paragraph 30); and 

calculating means for generating an EMV cryptogram for transmittal from said 
device (see Wankmueller paragraph 29); whereby 

information transferred subsequently between the device and second party is 
protected using the selected security protocol (see Wankmueller paragraph 30). 

10 

As per Claim 1 5, Wankmueller teaches a device comprising: 

connecting means for establishing a communication link with a second party (see 

Wankmueller paragraph 23); 

selection means for selecting a SET security protocol and being connected to 
15 communicate said selection to said second party (see Wankmueller paragraphs 30 and 

6); and 

calculating means for generating an EMV cryptogram for transmittal from said 
devices whereby information transferred subsequently between the device and second 
party is protected using the SET security protocol (see Wankmueller paragraphs 29 and 
20 6). 



As per Claim 16, Wankmueller teaches a device comprising: 



« 
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connecting means for establishing a communication link with a second party (see 
Wankmueller paragraph 23); 

selection means for selecting a EMV security protocol and being connected to 
communicate said selection to said second party (see Wankmueller paragraph 30); 
5 whereby 

information transferred subsequently between the device and second party is 
protected using the EMV security protocol (see Wankmueller paragraph 30). 



1 0 Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tamara Teslovich whose telephone number is (571) 
272-4241. The examiner can normally be reached on Mon-Fri 8-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
15 supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 



Application/Control Number: 09/928,026 



Page 1 1 



Art Unit: 2137 

Information regarding the status of an application may be obtained from tlie 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
5 For more infomriation about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



10 
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